EC-Council Certified Incident Handler

Phishing Examples

Examples of Phishing Emails

Following are some examples of phishing emails:

Example 1:

Page | 1

After the last annual calculations of your fiscal activity, we have
determined that you are eligible to receive atax refund of $800.
Please submit the tax refund request and click here by having
your tax refund sent to your bank accountin due time.

Please Click "Get Started" to have your tax refund sent to your
bank account, your tax refund will be sentto your bank accountin
due time take your time to go through the bank we have on our list
Get Started:

Note: A refuntl can be delayed a variety of reasons, for example
submitting im:'alid records or applying after deadline.

: HM Revenue
Best Regards HMReveny
- 5
HM Revenue:& Customs Tax Refund Confirmation |

Optians For @

=) 4 calibri (Body) _ l-_u -|[A ﬂ 0 = Y &~ [ 5end and Archive
oo 3B I U|iE-iE-irie dtress Check | Fabow ! - I3 Lookup Sugar Adaress

- 7 - ACEE | %] ook Hames & ue- | # -

Clipboard Basic Text 5 Hames Incude = Options | Proafing SugarcRM

From: I t

To IE—

CC:

Subject: Tax Refund Notice !

Hi, ?

Clicking the link directs you to a
fraudulent web page which looks
similar to a genuine HMRC page

HM Revenue
& Customs

ck Help

Tax agents & advisers

» Address Information - Please enter your name and address as you have it listed for your credit card.
Cardholder Name:

Date of Birth: | Day |¥| Month % | Yeer ¥
Mother Maiden Name: |
Address:
Town/City: [
Postal Code:
Phone Number: [

» Credit Card Information - Please enter your Credit or Debit Card where refunds will be made.
Bank Name:

Debit / Credit Card Number: | | visa W =
Expiration Date: | Month ¥ |Year »
Card Verification Number:
Sort Code: {If Shown On Card)
[ Subrit Information J|

usiness Lk & | ¢ t | Terms d Directgov
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Example 2:

TT-PAYMENTCOPY 10

File Message Developer Help @ Tell me what you want to do

GEI @ E @Meatmg IS Ignore m E F'E (zl EE |:t| é‘

Reply Reply Forward r—T:l Mare ~ ,%Junkv Delete Archive Assign  Mark Categorize Follow Report

All Policy ~ Unread h Up ~ Phishing
Respond Delete Tags | Cofense ~
TT-PAYMENTCOPY 10587767 PDF
%
"sale_automec@ com" < @gmail.com> O Reply © Reply Al 7 Forward
() To: @ @aol.com Thu 03/10/2022

Dear Sir / Ma-am

‘We already transferred the money to your account. Kindly check and see attached files for your reference. Please also send us the necessary documents
colored with signature and stamp (Invoice, Packing List, Certificate of Origin, Lead Free Certificate, Certificate of Analysis). Awaiting for your immediate
action.

B 201906231454.pdf '

rayo
=
A
Thanks & Best regards,
From u

Example 3:

Safety Account Information

File Message Developer Help Q@ Tell me what you want to do

0 53 ) v e [ (51 | 250 B2 PO |

Reply Reply Forward N [ Delete Archive Assign  Mark Categorize Follow Report
Al 1 More % un Policy ~ Unread = Up~ Phishing

Respond Delete Tags Nl Cofense ~

Safety Account Information

<
. Microsoft Account <ndfd¥ @email.com>  Reply © Reply Al = Forvard
(]

To: @ redacted @insurance Tue 03/22/2022

Security info update

Dear User,

‘Your email account has to be updated to avoid deactivation or Risk of theft.]
So we strongly recommend that you should immediately verify your

email account.

CLICK TO VERIFY

WARNING! Protect your privacy. Log-out when you are done and

completely exit your browse. 0
.
Privacy | Legal
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Example 4:

File Message Developer Help Q@ Tell me what you want to do

== <
&) M Bwean wooe [l 5 B & B8 @
Reply Reply Forward p o Junk~ Delete Archive | Assign Mark Categorize Follow | Report
Al 1 More 53 un Palicy ~ Unread Up~ | Phishing

Respond Delete Tags 5 Cofense

Payment Receipts
ST <ah . o €5 Reply | % ReplyAll | —> Forward | | ===
) for S Mon 09/05/2022

Hi Dear User, ===:sx- >
FYL, | have just received a note from the Finance dept that

the attached Payment was paid on August 17 . guide
“**em  Click here to make another payment ﬂ

Can you please check and let me know if there is a problem?

My apologies for this delay and the overall inconvenience caused
,

Best regards

Zheng

Cloud ts sent from Net enterprise mailbox

Payment Receipts.doc s ====== 2
“ . online presdewnload

- e w

i~ Payment Receipts.doc
b "y ’ Eil TR

Tactic: Link | Threat: FormBook | SEG: Microsoft ATP; Proofpoint
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Example 5:

Foundation.

Tell me what you want to do

=5 B8 M| @

Help

5 Ignare @] =

File Developer

5 & 3 vestng

Message

Respond

Eienll Business Fasssiais

##* External link from

Jackie @
T ®

Business Foundation has been scanned and safe to open *#*

The company reguires additional funds. Inmeddiately, review the document, login

REVIEW DOCUMENT =+++++ > B i

Kind regards

Jack assanes >

Advertisement: Donate and help the homeless. Please click =----- [ m

Example 6:

Page | 4

Google
Gmail ~

Important: Your Password will expire in 1 day(s)
121
ome |«
Dear network user,

This email is meant to inform you that your
will expire in 24 hours.
Please follow the link below to update your password

edu/renewal

Thank you
~ Network Security Staff

Exam 212-89

Reply Reply Forward 5 More ~ Junk ~ Delete Archive Assign  Mark Categorize Follow Report
Al 1J More Fdun Policy~ Unread  ~  Up~ | Phishing
Delete Tags Ml Cofense ~

%) Reply Al | — Forwerd

€ Reply

Thu 09/01/2022

to pay and save your details.

v

&=
litied that any disclosure,
or business. Providing a safer and more useful place for your human
KM ~:= of
(1 ]]
- - B -
Inbox  x —
8 PM (50 minutes ago) - v

. network password
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Example 7:

Example 8:

Page | 5

From: CCH Group <
Sent: Monday, March 28, 2022 12:21 PM
To I >

Subject: Urgent Info regarding your Axcess Portal

3

Dear CCH Axcess Customer,
We are terminating all to create additional space for new CP.

l'o keep your portal active, we require you to verify your details

4

Thank you,
CCH Group

Information leakage from “ &« o

‘@gmail.com> Monday; June 8, 2020 st 4:08 P\
To:

Dear Dr.

| hope you are well.

As our activity on COVID-19 vaccines, especially " Chadox1ncov-19 " that is under human test, these days cyber attackers
and virtual thieves trying to reaching out to the details of the researches.

My purpose in sending this email is to notify you of some reports. Yesterday, our cyber defensive team, achieved some data
from some Chinese hackers that we extracted some classified research and vaccine details from some institutes,
unfortunately, including vaccines data.

As soon as possible, | will receive full reports from our cyber-security team and will share it with you.

Please cooperate with us to confirm the information obtained.

Regards,

Address: The Jennerinstitute, Old Road Campus Research Building
Roosevelt Drive, Oxford, GB

www.jenner.ac.uk | #--- E

THE JENNER
INSTITUTE

DEVELOPING INNOVATIVE VACCINES

~
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